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Public Telephony Security Solutions

Il Enabling efficient and reliable security administration

Today fixed telecom operators and
payphone manufacturers’ main
objective is to enhance their public
telephony system focusing on security.
In order to comply with these evolving
needs, Gemalto has developed a global
security solution giving full control over
the security of any payphone
application. Its core features cover

the system’s complete security chain,
via security application module (SAM),
software and associated tools.

UniSAM™, security application
module

Installed on payphones, UniSAM
performs active authentication of user
memory cards. It manages secrets,
called keys, and authentication
algorithms using optimal security and
state-of-the-art protection mechanisms.
Beyond Eurochip and T2G cards
management, UniSAM supports wide
customization. Offering secure remote
upgrade capabilities, it enables
telecom operators to constantly
improve their application and
anticipate market evolutions.

Gemalto Key Management
System (KMS)

> Freedom and flexibility
Gemalto KMS is an easy-to-use,
flexible system performing highly
secure secret key generation and
management. It offers robust key
generation process and optimized
key storage for secure dispatching
into the payphone system. Enabling
to create enhanced phone card
image files, Gemalto KMS makes
Telecom Operators independent from
phone card manufacturers in terms
of security.

Key Management System

Designed for customization, the KMS
is able to support new phone card
standards management or new
security mechanisms.

> Easy operation
Gemalto KMS user-friendliness relies
on a relational database making
phone card batches generation and
management very simple. Through
automatic monitoring of serial
number uniqueness, the possibility of
making metrics, statistics and easy
data extraction, the Gemalto KMS
satisfies each telecom operator’'s
requirements. KMS also benefits from
an innovative Man Machine Interface
featuring pre-set fields to ease
system usage. Gemalto KMS offers
configuration services to fine-tune
the system’s operation according to
specific needs.

> Modular architecture
Gemalto KMS is made up of a set of
software subsystems (combined with
enabling smart cards and associated
reader), each performing a well
defined task to achieve the overall
system goal. Subsystems include:
e Key Generation System

(KGS) - performs secure generation

and storage of all secret data to be
dispatched within the payphone
application
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¢ Image File Generation System
(IFGS) - very fast, flexible and
reliable generation of image files
containing all keys and data required
for phone card personalization

¢ Image File Decryption System
(IFDS) - to be dispatched to card
manufacturers, for turming encrypted
phone card image files into plain
format.

B KMs Technical specifications

> Host operating system
¢ \Windows 2000, XP

> Data administration
® Relational database for phone card
batches management

> Supported phone card standards
e Eurochip (all versions)
e T2G & T2G+
e Others (multi-sourcing capabilities)

> Phone card image generation
speed
e More than 5 cards per second
per reader
e Up to 8 readers operated
simultaneously
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