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What is a Smart Card Web Server?

HTTPHTTP

SIM based Web Server allows
�Browsing sessions of SIM content through 
mobile WAP browser (Server Mode) accessible 
through the http://127.0.0.1:3516/ address
�Remote file administration (Client mode)

Manage Multimedia Content
�GIF, JPEG, MPEG, etc.

SmartCard Web Server standard
�OMA-TS-SCWS-V1_0-20060703-D

Based on GxOs Card
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� Hypertext Transfer Protocol (HTTP) is the method used to transfer or 
convey information on the World Wide Web.

� Server / Client model :

HTTP protocol

Request

Response

Web ServerClient
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Java Card Architecture

Native ressources

JavaCard VM

JavaCard API

Toolkit API

JavaCard
Applet

Toolkit
Applet

Cylinders = 
Applet

Rectangles = 
System APIs or

low-level OS parts
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SCWS in Java Card Architecture

Native ressources

JavaCard VM

JavaCard API

Toolkit API

Toolkit
Applet

SCWS

SCWS API

Static xHTML pages
& application data

Servlets
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SCWS protocol independence

Static xHTML pages
& application data

Browser
(HTTP client)

Native ressources

JavaCard VM & APIs

Servlets

SCWS

SCWS application is independent of the « Protocol » used

TCP/IP stack

« Protocol »

« Protocol »

HTTP
Request

SCWS API Toolkit API
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SCWS communication protocols

Native ressources

JavaCard VM & APIs

Toolkit API

Toolkit
Applet

Servlet Servlet

SCWS Java APISCWS
TCP/IP stack

BIP Gateway BIP Gateway

Browser
(HTTP client)

SmartTP Proxy

(Proprietary)

SmartTP Gateway
(Proprietary)
TCP/IP stack

3 different Protocols

Toolkit BIP
Commands

Std. APDU 
Commands

HTTP 
Commands

Static xHTML pages
& application data
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� Chuncked encoding

� Keep alive connection

� Pipelining

� Cache control

� Basic authentication

� …

SCWS advanced features
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SCWS possible resources

SCWSClient

Dynamic
Content

Request

Static
content

Admin
cmd

?
?

?
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SCWS servlets

SCWSClient

Dynamic
Content

Request

Response

Static
content

Admin
cmd
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SCWS resources

Servlets

Packages

Servlets & SCWS

Objects

SCWS
Static resources

Multimedia ready

NVM
SIM

Non Volatile Memory
(EEPROM, NOR Flash…)
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SCWS resources

Servlets

Packages

Servlets & SCWS

Objects

full Multimedia

NVM NAND Flash

SCA

HCA

SCWS

static resources

Mass storage

Multimdedia
(Flash Memory )Smart card Controlled Area

Handset Controlled Area



Reference : date Gemalto 13
SCWS application architecture - September 4, 2008

13

SCWS architecture

Smart Card

Request / 
Response

TLS layer

OTA layer

Http server

Dynamic
resources

Static
resources

Admin. 
commands

Memory

Communication layer

SCWS

Client
Mode

Server
Mode

Ex : Flash 
NOR / NAND
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BIP TCP Server – Local Browsing

Browser 
(HTTP Client)

3. URL=http://127.0.0.1:3516/index.html

BIP 
Gateway

TCP/IP

2. BIP Gateway listens on Port 
number 3516.

It is “server ” to mobile HTTP client

SCWS

1b. Fetch
(Open Channel (BIP TCP Server Mode))

1a. Terminal Profile
91xx

1c.Terminal Response
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BIP TCP Server – Local Browsing

BIP 
Gateway

TCP/IP

SCWS

Env. EventDownload
(DataAvailable for SCWS)  91xx

4. G
E

T
/P

O
S

T

Terminal Response (GET)

GET

Response HTTP91xx

R
es

po
ns

e 
H

T
T

P

Fetch
(Receive Data)

Browser 
(HTTP Client)Body

(Optional)

GET /index.html HTTP/1.1[CRLF]

Content-Length: 211[CRLF]

Host: HttpCardServer/1.0[CRLF]

[CRLF]

<html>

<header>

<title>Home</title>

</header>

<body>index</body>

<html>

Header
Name: value

URLMethod Protocol

Fetch
(Send Data [Response HTTP])

Body
(Optional)

HTTP/1.1 200 OK[CRLF]

Content-Length: 211[CRLF]

Host: HttpCardServer/1.0[CRLF]

[CRLF]

<html>

<header>

<title>Home</title>

</header>

<body>index</body>

<html>

Header
Name: value

Status : Code + textProtocol
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� A servlet are the way to handle dynamic content in the SCWS

� A servlet is Java Card applet registered to the SCWS and 
mapped on one or several URIs

� A standardized JavaCard API (ETSI TS 102 588 Release 7 –
SCWS API) is available in our products

� Development environment is ready – Developer Suite 3.2

� Two kinds of servlets:
� Content providing applications
� Interception applications

Servlets presentation
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� Register to SCWS and map one (or several) URL
� [ Waiting for request ]
� Match a request with its URL (checked by SCWS)
� Process the request
� Respond to client
� [ Waiting for request ]

Servlet life cycle
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SCWS Servlet API – uicc.scws

� interface ScwsExtension - to be implemented to handle HTTP methods
– void doGet(HttpRequest request, HttpResponse response)
– void doPost(HttpRequest request, HttpResponse response)

� class ScwsExtensionRegistry - handles the (de)registration of servlets
– void register(ScwsExtension, appId)
– void deregister(ScwsExtension)

� interface HttpRequest - handle the Http request
– findAndCopyKeywordValue(keywordId, buffer)
– int getContentLength()
– short readContent(requestOffset,buffer, offset, len)

� interface HttpResponse - handle the Http response
– void appendHeaderVariable(…)
– void setContentType(short type)
– void appendContent(…)
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� This protocol has been defined to open a secure pipe between 
the SCWS in the card and the OTA platform to administrate SCWS

� Main characteristics of this protocol:
– Card is a client
– OTA platform is a server
– Card communicates with the OTA platform using Web 

protocols (HTTPS)
– Security layer is “Transport Layer Security” in a “Pre-Shared 

Key” mode

� Defined in OMA standard

OTA overview
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� If the remote administration server directly connects to the 
SCWS: It does not work, both are server applications.

OTA session description

server serverclient

Smart card

SCWS
client



Reference : date Gemalto 21
SCWS application architecture - September 4, 2008

21

� Add a card administration agent: It is in charge to manage 
connection establishment between the remote administration 
server and the SCWS.

OTA session description

client client

Card administration agent

server server

Smart card

SCWS
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Remote update – PULL mode

SCWS

Discover Telco Wap
Content Store
Sports
News

Sending 
New 
Page…

Refreshed
Portal

“OTA
Proxy”

Open HTTPS 
Channel

SCWS Java API

Internal
Trigger

PULL
Updates    

Card regularly checks (polls) 
Remote Server for updates

automatically
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Remote update – PUSH mode

SCWS

Discover Telco Wap
Content Store
Sports
News

Sending 
New 
Page…

Switched
Portal

“OTA
Proxy”

Open HTTPS 
Channel

SCWS Java API

Get
Updates    

PUSH the 
“Open 
HTTPS 

Connection”
to card

23.048 SMS
Trigger

Ex: Customer care requests 
Segment change

Don’t wait for next polling
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Standardization

« Smart Card Web Server » enabler is standardized at OMA

OMA-TS-Smartcard_Web_Server-V1_0-20070209-C

� SCWS Enabler v1.0 approved as Candidate (5th March 07)

� Move from Candidate to Approved status expected Q1 2008

Connectivity and servlet API are standardized at ET SI, in the «

Smart Card Platform » group

� BIP/TCP client and server are standardized in « Release 7 »

� TS 102 223, release 7.8.0 (or at least 7.2.0)

� «Servlet API » are standardized in « Release 7 »

�SCWS API for Javacard (TS 102 588) approved

� High Speed protocols for UICC-Terminal interface 

� USB interface specification (TS 102 600) approved in « Release 7 »

� based on USB-IC specification

� Internet protocol connectivity (TS 102 483) approved in « Release 7 »

� allows direct TCP/IP connection over HSP
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Questions
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Thank you!


