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Abstract

In this paperwe introducea Perimoduleanda Mathematicgpackagdo
communicatevith smartcards.We comparethesetools with existing solu-
tionsin otherlanguagesnddemonstrat¢heir usageo write atestprogram
of apublickey card.We alsogive a designoverviev of our solutioninclud-
ing theunderlyinglibrary dealingwith the TLP protocol,currentlyusedfor
thecommunicationdetweerthe computerandthe cardreader

1 Introduction

Applicationscommunicatingvith smartcardsarenow written anddeployedrou-
tinely in theframework of large projectsthanksto developmentkits andlibraries
for differentcardsandreaders.



But whendevelopersfacethe problemto communicatevith a smartcardfor
testingor delugging purposethereis a lack of flexible and powerful tools. In-
terpretedanguagesuchPerl or Mathematicahave demonstratedo be powerful
ernvironmentsto develop quickly small piecesof codefor diagnostic testor pro-
totype purposes.They arestill good candidategor suchtasksin the smartcard
field. In this paperwe presenta Perlmoduleanda Mathematicgpackageandwe
motivatetheir usagefor testinga public key enabledsmartcard.

We first give somebasicson publickey cryptographyandon GPK8000,Gem-
plus’ genericpublickey card.In thenext sectionwe review theclassicakolutions
thatareavailableto testpublic key basedcards. Thenwe introduceour solution,
beginning with the C library currentlyimplementingthe TLP protocol. Finally
we successiely explain the API, how to useit andthe designof the Perlmodule
andMathematicgackage.

2 Public key cryptography and GPK 8000

Publickey cryptographydealswith algorithmsdesignedo usetwo differentkeys
for the ciphering(or signatureverification)anddecipheringlor signature)opera-
tions. Thetwo keys arerelatedbut it is not possibleto deduceonefrom the other
in areasonabléime. Theciphering(or signatureverification)key is madepublic
(andcalledthe public key) sothatthe problemof secretkey exchangds avoided.
Thedecipheringsignaturekey mustbekeptsecretandis calledthe privatekey.

The mostwidely usedpublic key algorithmis probablyRSA [9] which has
beenintroducedmore thantwenty yearsago. It usetwo large prime numbers
p andq that must be kept secret. The public key is madeof the productn =
p X ¢ andanothemumber(denotatea for encryptionpurposesndw for signature
verificationpurposesyelatively primeto (p — 1)(g — 1). Generallye (resp.v) is
choseno be a smallnumberlike 3, 17 or 2!6 + 1. The privatekey (denotated!
for decipheringands for signature)s computedasd = e ! mod (p — 1)(¢ — 1).

The encryption(signatureverification) of a messageV/ is computedasfol-
lows: C' = M*¢ mod n.

The decryption(signature)of a ciphertext C' is computerasfollows: M =
C% mod n.

Usually, for asignatureoperationthemessagé/ to besignedis nottheentire
dataor file but a digestof it computedwith analgorithmsuchasSHA-1 or MD5.
The format of an RSA signatureof a messagaligesthasbeenstandardisedn
PKCS#1[10.

Privatekeys areusuallyextremelyvaluableasthey areusedto generatesigna-
turewhich now have alegal valuein somecountries[3. To protectthosekeys, it
is stronglyadvisedand,in somecasesrequiredby thelaw to storetheminsidea



tamperresistantevice like a smartcard. The device shouldbe used,not only to
storethe keys, but alsoto computethe signatureso thatthe privatekey is never
sentoutsidethe card. In this case a smartcardwhich is ableto computeanRSA
signatures required.The GemplusGPK productrange(includingthe latestcard
in thisrange the GPK8000)allows to computesuchsignaturesandto storea few
privateandpublic keys.

In this paperwe supposedhat a private/publickey pair for RSA is generated
outsidethe card and is loadedon the GPK8000by a dedicatedprogram. We
demonstratéow to useour APl in Perlor Mathematicdo testif acardperforms
asignaturecorrectly i.e. if thekey generationthekey loadingandthekey usage
arecorrect.

If we supposéhata key hasbeenloadedon a GPK8000,a signaturecanbe
obtainedby performingthefollowing commands:

1. Selectthe masterfile of the card or the DF wherethe key file is located
(SELECTFILE command);

2. Unlocktheprivatekey file by submittingthe PIN codeto thecard(VERIFY
command);

3. Selecta cryptographicmode,thatis a signaturealgorithm (RSA, DSA or
DES), a messageligestalgorithm (MD5 or SHA-1) anda key file; in our
casewe will useRSA signaturewith MD5;

4. Sendthedatato be signedto thecard(PuTCRYPTODATA command);

5. Ask the cardto comuteandsendthe signaturg PK_SIGN command).

Thetestwill consistin performingtheabove sequencef commandsndcom-
parethe signaturecomputedoy the cardwith the signaturecomputedbn thesame
datawith the samekey by thetestprogram.

In the next section,we give an overview of usualwaysto implementsucha
testwith classicaprogramminganguages.

3 Classical solutionsin C, C++ and Java

In C andC++, developerwilling to dealwith publicenablesmartcardwould have

to usealargeintegerlibrary ableto computemodularexponentiatioron numbers
upto thousandsitslong suchasMIRACL[11] or LiDIA[5]. Thesdibrarieshave

very goodperformancedhowever, they areoverly completefor our purposesand

needa heavier programmingstyleincludingmemorymanagement.



In Java, the OpenCard~ramevork[2] allows developersto communicateeas-
ily with smartcardsandthe standardlasa2 classj ava. mat h. Bi gl nt eger
permitmodularexponentiatioron large numbers However, we arestill in acom-
pile andrun programmingstyle and powerful featuressuchpatternmatchingor
regularexpressiorstill lack.

4 A portableClibrary tocommunicatewith readers

The library describedn this chapteris not the Gemplusstandardibrary given
with developmenikits. Oursis muchlesspowerful but alsomuchmoresimpleto
understan@ndenrich.We puttheemphasi®n simplicity to enableany developer
to easilyaccessmartcardmaybewithout giving him accesdo all functionalities
of thereader This library is then more suitedfor prototypingandvalidation of
smartcardapplicationghanfor the developmentbof full fledgedsolutions.

41 WhyC?

Thefirst building block of the systempresentedh this paperis aC library. C was
choserbecausave wantedto have a very smallandeasyto uselibrary. Further
more,C is well suitedto developlow-level librariesandto dehug seriallOs.

Oneof our goalswasalsoto give the opportunityto developersto write their
own versionof the library in their favourite language.All developersprobably
know enoughC to understandhe library andthenrewrite it. Ontop of this, most
languages/progranalow the useof librariesdevelopedin C asplug-insto add
new APIs. Thisis atleastthe casefor MathematicaandPerl.

Communicationsvith smartcardsarebyte-oriented |t is thereforevery easy
to write aportableC library. We testedt onaUnix platform(Linux x386)aswell
asWindows NT.

4.2 Structure

Thelibrary is written in an objectorientedfashionto easethe procesf adding
supportfor new readers Explanationsandschematicslescribingthe structureof
thislibrary will beaddedn thefinal versionof the paper

4.3 API

TheAPI of thelibrary is smallandsimpleto allow maximumusability. Thereare
3 mainfamiliesof functions: functionsto controlthecommunicatior{openingof
achannel) pinarycommandshatusebinaryvaluesasinput (unsignecchar int,...
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) andASCIl commandsvhich have stringsasparametersThe API will befully
describedn thefinal versionof the paper

4.4 Supported readers

Thelibrary currentlysupportseadersmplementingthe TLP protocol. This pro-
tocol is differentfrom the T=0 protocolusedto communicatebetweenthe card
andthereader The TLP protocolis very simpleandlightweightbut only works
for serialreaders.We will describeit in the full versionof the paper The TLP
protocolisimplementedy alot of smartcardreaderdgor backwardcompatibility.
Thefollowing readershave beentestedon Intel platforms(Linux andWindows):
GCR200,GCR400,GemPC410,GCR500andGemSelf800 (contactless).

45 Limitations

The library supportsTLP and TLP-like readerg(like the GemSelf800). Some
compatibiltyissuesnight appeamwith readersve did nottestbecausehey might
implementcommandghat differ from the one usedin Gemplusreaders.These
incompatibilitiesshouldnot be difficult to correctwith alittle documentatioron
thetargetreader

Readersisingothercommunicatiorprotocolsarenot supportedut we would
be really pleasedto receve contribution codeto addto the distribution of the
library to supportabroaderangeof readersPleases-mailpotentialcontributions
toLaur ent . Gaut er on@enpl us. com

The currentimplementationdoesnot supportary speedof communication
otherthan9600baud.Cardscommunicatingvith the T=1 protocolhave notbeen
tested.

5 Mathematica

51 Why Mathematica ?

Mathematicas a widely usedprogramin the communityof mathematician$or
its powerful symbolic math capabilities. It also usedby other scientistsfor its
adwancedbuilt-in patternmatchingandfor its functionalprogrammindanguage.
It is indeeda real swiss-armyknife for scientists.A really interestingfeaturefor
smartcardtesting,is thatit is naturallyableto computeoperationswith integerof
arbitrarylength.It is thereforereally usefulfor cryptographersvorking on public
key cryptosystemsWith thedevelopmenif public-key enabledsmartcards yver-
ification andtestingof programshasbecomemoredifficult thanbefore. Lots of



peopleusingthesecardsfor evaluationpurpose®itherhave to developtheir own
code(possiblyC) to computeand verify public key signaturesor have to copy
and pasteresultsgiven by the cardin a Mathematicanotebook. Having access
to smartcardsdirectly throughthe Mathematicakernel would help developers
greatlyandeasehe prototypinganddehuggingof asmartcardawareapplication.
This wasthe mainmotivationfor the bringingtogetherof a Mathlink packageo
communicatevith cards.

On top of this, Mathematicas availablefor a wide rangeof platforms,from
Windows to Macintosh,including most UNIX systems(Linux, Sparc,Digital
Unix, HP-UX, RS/6000/)RIX,...).

5.2 API

The Mathematicgpackageprovidesfunctionsthatarevery similar the C library
API.

e Integer InitSerial[string Device]

e I nteger Set Reader Type[ | nteger Handl e, | nt eger Reader -
Type]

e | nteger Power Down[ | nt eger Handl e]
e String ResetCardAscii[lnteger Handl €]
e Li st _Nunber Reset CardBi nary[ | nteger Handl €]

e String Sendl ncom ngAPDUAsci i [I nteger Handle, String
APDU|

e String SendQut goi ngAPDUAsci i [ I nteger Handle, String
APDU|

e String Sendl ncom ngQut goi ngAPDUAsci i [ | nt eger Handl e,
String APDU

e Li st _Nunber Sendl ncom ngAPDUBI nary[ | nteger Handl e, | nt eger
I nteger | NS,
I nteger P1,I|nteger P2,

CLA,

I nteger L, List_Nunber Data]

e Li st SendQut goi ngAPDUBI nar y[ | nt eger Handl e, | nt eger CLA,
| nt eger | NS,
I nteger P1,I1nteger P2, Integer

L]



e Li st Sendl ncom ngQut goi ngAPDUBI nary[ | nt eger Handl e, | nt eger CLA,
I nteger I NS,
I nteger P1,I|nteger P2,
I nteger L,
Li st Nunber Data.i n]

e Integer GetRerrno[]

The first functionsdeal with the establishmenand closing of the communi-
cationchannel.The next onesareusedto exchangecommandswith the cardfor
incoming(i.e. with datasentto the card)or outgoing(i.e. with datarecevedfrom
the card) dataandwith both incomingand outgoingdata(the GET_RESPONSE
commands automaticallyissuedby thelibrary if necessary).

5.3 Example

In thefinal versionof this paperwe will includeanexampleandcommentaryon
how to useof the Mathematicgpackageo verify a GPK signature.

54 Design

The MathLink packagds a wrapperaroundthe C library. Thewrapperhasthree
parts: a TMfile andtwo C files. The TMfile describeghelink betweerthename
of the function of the C library (which hasto be Mathematicaaware, asfar as
Dataformatis concernedpndthe nameof the functionsthatwill be availablein
MathematicaThenpr ep commandappliedonthe TM file will generatea C file
to compileandlink with the add-onlibrary andMathematicdibraries.In ourim-
plementationthe Mul t i Reader . c file implementdunctionsto allocateand
de-allocatesomecardreadestructures.Theseoperationsareimplementedn the
Mathlink package.Themat hr eader . ¢ containsthe body of the Mathematica
functionscorrespondingo the declaratiormadein the TM file.

6 Perl

6.1 Why Perl?

Perl[7] is a free softwaredistributedunderthe GNU GeneralPublic Licence[6]
andthe Artistic Licence[4]. Perlexistsfor mary operatingsystemgUnix, Win-
dows, MacOSandmorethan60 others[8]).



The advantagesf usingPerlaremary. Perlis aninterpretedandhigh level
language. You can easily createcomplex datastructuredik e lists and associa-
tive tables.Perlis oftenusedasa glue betweerdifferentprogramsor computing
resources.Perl canbe extendedusingmodules. Modulescanbe seenas exten-
sionsto the langageto provide new functionalities. Many Perl modulesexist to
communicatavith programsandexternalservices.You canfind modulesto com-
municatewith an LDAP (Lightweight Directory AccessProtocol)sener or do
authenticatiorwith PAM (PluggableAuthenticationModule), use SSL (Secure
SocletLayer)asaclientor sener, etc.

The Perllanguages thenwell suitedfor rapid developmentof (small) appli-
cationslik e the onesusedto dehug or testa smartcardfunctionality.

The adwvantageof Perlover C is atransparenallocation/deallocatiomecha-
nism. Youdon't needto botherwith mallocor free. Memoryandotherressources
areautomaticallyreleasedvhenthe objectis destryed.

6.2 API

As describedn the manualpage(car dr eader ( 3pm) ) the methodsexported
by thecar dr eader moduleare:

e $desc = new cardreader ($type, $device);

e $atr = $desc -> ResetCard;

e $sw = $desc -> Sendl nconm ngAPDU( $apdu) ;

o ($res, $sw) = $desc -> SendCQut goi ngAPDU( $apdu) ;

e ($res, $sw) = $desc -> Sendl ncom ngQut goi ngAPDU( $apdu) ;
e $desc -> Power Down;

e Serror = 1S0O7816 _ErrorStr($sw);

Themaindifferenceswith theC library are:

e the Perlmoduleonly usesASCII strings. For instancepytevalue0x42 is
codedby thetext string“42”.

e themethodsSendCQut goi ngAPDUandSendl nconi ngQut goi ngAPDU
returnalist containingtwo scalarelementstheresultandthe statusword.

e the serialport allocationandreleases transparent.The port is allocated
(openedWwhenanew cardreadeobjectis created.The portis closedwhen
theobjectis dereferenced.



e themethodl SO7816Er r or returnthe errormessagen text correspond-
ing to the statusword passedn parameter

6.3 Example
1
2 #!'/usr/bin/perl -w
3 use strict;
4 use cardreader;
5
6 ny ($scr, $sw, $cnd);
7
8 HHHHHAAHHHHARHHHHR BT new HHHAHHHHH AR R H AR
9 # allocate a descriptor
10 # the default device is /dev/screader
11 $scr = new cardreader or die "Can’t allocate reader: $!'\n";
12
13 HHHARHHHH AR HHH AR TR Reset Card HHHHARHHHH AR TR AR
14 print "ATR ", $scr -> ResetCard, "\n";
15
16  #H##HH#HHHHHAHHHBRBHHTHS Sendl ncom ngAPDU  #####H#HAHBHBHAHH
17 # CLA =0
18 # INS = A4 SELECT FILE
19 # P1 =01
20 # P2 = 00
21 # Lc = 02
22 # Data = 0100
23 $crmd = "00"."A4"."01"."00"."02"."0100";
24 print "=>%cnd\n";
25 $sw = $scr -> Sendl ncom ngAPDU( $cnd) or print "Send-
| ncom ngAPDU: $!'\ n";
26 print "sw $sw, ", $scr -> 1SOr816 ErrorStr($sw), "\n";
27
28  HHA#HHHHHHHHHARHHHARS SendQut goi ngAPDU  #######H##H##HH#HH
29 # CLA =0
30 # INS = C0 GET RESPONSE
31 # P1 =00
32 # P2 =00
33 # Lc = depends
34 # Data =
35 $cnd = "00"."CO"."00"."00". (substr $sw, 2);
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36 print "=>%cnd\n";
37 ($data, $sw) = $scr -> SendQut goi ngAPDU( $cnd) or print
38 "SendCQut goi ngAPDU: $!\n";

39 print "sw $sw, ", $scr -> 1S07816 ErrorStr($sw), "\n";
40 print "Data $data\n";
41

42  HHHHHHHHHHHAHEHR Power Down  ##H###HHH#HHHHHHHH
43 $scr -> Power Down or die "PowerDown: $!'\n";
44

45 undef $scr;

The exampleis very simple. Line 4 includesthe module. Line 11 createsan
instanceof a new cardreadepbject. $scr is the referenceto this object. Line
14 resetthe cardand prints the ATR returned. Line 23 createsa string variable
containgthecommand.Thevariableis usedo easeaeading.Also eachiISO 7816-
4 fieldsis clearly separatedA4 is theinstructionfor SELECTFILE. Thefile ID
selecteds 3F00. We thenneedto retreve theinformationreturnedusinga GET
RESULT commandThevalueof Le isthenumberof bytesto readreturnedoy the
SELECTFILE commandLine 43 powerdovn thecard. Theobjectreferencedy
$scr isimplicitely destryedwhenthescriptexists. We coulduseundef $scr
to explicitely destrgy it andclosetheallocated(serial)port.

With the Gemplushadgethe outputof this scriptis:

ATR: 3B241100000080729443

=>00A40100020100
sw 611A, 611A: 26 bytes of response still avail able.
=>00C000001A

sw 9000, 9000: Nornmal processing
Dat a 8510C101010038000006010001000000006C840653595354454D

The sourcecodearchie containsmary otherexamples: a text interfaceto
interactvely sendcommandsa GPK signaturetest,a Web interfaceto commu-
nicatewith a smartcardusinga Web browsertalking to an ASP (Active Sener
Page)scriptusingthe ApacheWebsener.

6.4 Design

Thecar dr eader Perlmoduleis awrapperaroundthe C library. The wrapper
hastwo parts: an XS file anda Perlfile. XS is a languageusedto createan
extensioninterfacebetweerPerlandaC library.

TheC library describedn § 4 usesC structurego storeinformationaboutthe
reader The C structuresareseenby Perlasatypedpointerpassedo C functions.
Perldoesnot know whatis insidethe C structure.
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The XSfile (car dr eader . xs) callsthelow-level C functionsandcorverts
the agumentsand resultsin the right Perl format. This file also setsthe Perl
errorvariable($! or $ERRNO) to the correctnumericalandstring value (for ex-
ample“card absent” or“w ong nunber of paraneters”). Thisfile
alsocontainghe XS codecalledwhenacardreadeobjectis dereferencefdestry
method).

The.pmfile (car dr eader . pm) is the coreof the Perlmodule. It contains
thenewmethodandwrapperdo low level functionsprovidedby the XS file. This
file also containsthe documentationn POD (plain old documentationformat.
Thedocumentatioranbe corvertedto text, html or manpagdormat.

7/ Resources

Thefinal versionof the paperwill detail the differentresourcegmodules pack-
ages,libraries, manuals,examplesand sourcecodes)which will be releasecn
the Gemplusdevelopersite beforethe conference.

Youcanfind sourcegC, PerlandMathematicagndbinaries(for Windows)on
http://ww. genpl us. fr/ devel oper s/technol ogi es/tl p_drivers/.

8 Conclusion

We presentedn this papera small and easyto useC library thathasbeenused
to enrichpowerful prototypinganddevelopmenttoolslike Perlor Mathematica.
An exampleillustrateshow thesetools easethe managemendf public key cards.
Sourcecodeof all librarieswill be availableon the Gemplusdevelopers site for
developergto patchandupgradeaccordingto their needs We hopethatthey will
sendustheir patchesothatwe includethemin thedistribution.
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