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Abstract

In this paperwe introducea PerlmoduleandaMathematicapackageto
communicatewith smartcards.We comparethesetoolswith existing solu-
tionsin otherlanguagesanddemonstratetheirusageto write a testprogram
of apublickey card.Wealsogiveadesignoverview of oursolutioninclud-
ing theunderlyinglibrary dealingwith theTLP protocol,currentlyusedfor
thecommunicationsbetweenthecomputerandthecardreader.

1 Introduction

Applicationscommunicatingwith smartcardsarenow written anddeployedrou-
tinely in theframework of largeprojectsthanksto developmentkits andlibraries
for differentcardsandreaders.

1



But whendevelopersfacetheproblemto communicatewith a smartcardfor
testingor debuggingpurposethereis a lack of flexible andpowerful tools. In-
terpretedlanguagessuchPerlor Mathematicahave demonstratedto bepowerful
environmentsto developquickly smallpiecesof codefor diagnostic,testor pro-
totypepurposes.They arestill goodcandidatesfor suchtasksin the smartcard
field. In this paperwe presenta Perlmoduleanda Mathematicapackageandwe
motivatetheirusagefor testingapublic key enabledsmartcard.

Wefirst givesomebasicsonpublickey cryptographyandonGPK8000,Gem-
plus’ genericpublickey card.In thenext sectionwereview theclassicalsolutions
thatareavailableto testpublic key basedcards.Thenwe introduceour solution,
beginning with the C library currently implementingthe TLP protocol. Finally
we successively explain theAPI, how to useit andthedesignof thePerlmodule
andMathematicapackage.

2 Public key cryptography and GPK8000

Publickey cryptographydealswith algorithmsdesignedto usetwo differentkeys
for theciphering(or signatureverification)anddeciphering(or signature)opera-
tions. Thetwo keys arerelatedbut it is not possibleto deduceonefrom theother
in a reasonabletime. Theciphering(or signatureverification)key is madepublic
(andcalledthepublic key) sothattheproblemof secretkey exchangeis avoided.
Thedeciphering(signature)key mustbekeptsecretandis calledtheprivatekey.

The mostwidely usedpublic key algorithmis probablyRSA [9] which has
beenintroducedmore than twenty yearsago. It usetwo large prime numbers� and � that must be kept secret. The public key is madeof the product ������ � andanothernumber(denotated� for encryptionpurposesand � for signature
verificationpurposes)relatively primeto 	 ��

��� 	�� 

��� . Generally� (resp. � ) is
chosento bea smallnumberlike 3, 17 or ������� � . Theprivatekey (denotated�
for decipheringand � for signature)is computedas �����������! #"$	 �%
&��� 	'� 
(��� .

The encryption(signatureverification)of a message) is computedasfol-
lows: *+�,)�-.�! #"/� .

The decryption(signature)of a ciphertext * is computerasfollows: ) �
*102�% 3"/� .

Usually, for asignatureoperationthemessage) to besignedis not theentire
dataor file but a digestof it computedwith analgorithmsuchasSHA-1or MD5.
The format of an RSA signatureof a messagedigesthasbeenstandardisedin
PKCS#1[10].

Privatekeysareusuallyextremelyvaluableasthey areusedto generatesigna-
turewhich now have a legal valuein somecountries[3]. To protectthosekeys, it
is stronglyadvised,and,in somecases,requiredby thelaw to storetheminsidea

2



tamperresistantdevice like a smartcard.Thedevice shouldbeused,not only to
storethekeys, but alsoto computethesignaturessothat theprivatekey is never
sentoutsidethecard.In this case,a smartcardwhich is ableto computeanRSA
signatureis required.TheGemplusGPK productrange(includingthelatestcard
in this range,theGPK8000)allows to computesuchsignaturesandto storea few
privateandpublic keys.

In this paperwe supposethata private/publickey pair for RSA is generated
outsidethe card and is loadedon the GPK8000by a dedicatedprogram. We
demonstratehow to useour API in Perlor Mathematicato testif acardperforms
a signaturecorrectly, i.e. if thekey generation,thekey loadingandthekey usage
arecorrect.

If we supposethata key hasbeenloadedon a GPK8000,a signaturecanbe
obtainedby performingthefollowing commands:

1. Selectthe masterfile of the cardor the DF wherethe key file is located
(SELECTFILE command);

2. Unlock theprivatekey file by submittingthePIN codeto thecard(VERIFY

command);

3. Selecta cryptographicmode,that is a signaturealgorithm(RSA, DSA or
DES),a messagedigestalgorithm(MD5 or SHA-1) anda key file; in our
case,wewill useRSA signaturewith MD5;

4. Sendthedatato besignedto thecard(PUTCRYPTODATA command);

5. Ask thecardto comuteandsendthesignature(PK SIGN command).

Thetestwill consistin performingtheabovesequenceof commandsandcom-
parethesignaturecomputedby thecardwith thesignaturecomputedon thesame
datawith thesamekey by thetestprogram.

In the next section,we give an overview of usualwaysto implementsucha
testwith classicalprogramminglanguages.

3 Classical solutions in C, C++ and Java

In C andC++,developerwilling to dealwith publicenablesmartcardwouldhave
to usea largeintegerlibrary ableto computemodularexponentiationonnumbers
up to thousandsbits longsuchasMIRACL[11] or LiDIA[5]. Theselibrarieshave
very goodperformances,however, they areoverly completefor our purposesand
needa heavier programmingstyleincludingmemorymanagement.
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In Java, theOpenCardFramework[2] allows developersto communicateeas-
ily with smartcardsandthe standardJava2 classjava.math.BigInteger
permitmodularexponentiationon largenumbers.However, wearestill in acom-
pile andrun programmingstyle andpowerful featuressuchpatternmatchingor
regularexpressionstill lack.

4 A portable C library to communicate with readers

The library describedin this chapteris not the Gemplusstandardlibrary given
with developmentkits. Oursis muchlesspowerful but alsomuchmoresimpleto
understandandenrich.Weputtheemphasisonsimplicity to enableany developer
to easilyaccesssmartcardmaybewithout giving him accessto all functionalities
of the reader. This library is thenmoresuitedfor prototypingandvalidationof
smartcardapplicationsthanfor thedevelopmentof full fledgedsolutions.

4.1 Why C ?

Thefirst building blockof thesystempresentedin thispaperis aC library. C was
chosenbecausewe wantedto have a very smallandeasyto uselibrary. Further-
more,C is well suitedto developlow-level librariesandto debugserialIOs.

Oneof our goalswasalsoto give theopportunityto developersto write their
own versionof the library in their favourite language.All developersprobably
know enoughC to understandthelibrary andthenrewrite it. On top of this,most
languages/programsallow theuseof librariesdevelopedin C asplug-insto add
new APIs. This is at leastthecasefor MathematicaandPerl.

Communicationswith smartcardsarebyte-oriented.It is thereforevery easy
to write aportableC library. Wetestedit onaUnix platform(Linux x386)aswell
asWindowsNT.

4.2 Structure

The library is written in anobjectorientedfashionto easetheprocessof adding
supportfor new readers.Explanationsandschematicsdescribingthestructureof
this library will beaddedin thefinal versionof thepaper.

4.3 API

TheAPI of thelibrary is smallandsimpleto allow maximumusability. Thereare
3 mainfamiliesof functions: functionsto controlthecommunication(openingof
achannel),binarycommandsthatusebinaryvaluesasinput(unsignedchar, int,...
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) andASCII commandswhich have stringsasparameters.TheAPI will befully
describedin thefinal versionof thepaper.

4.4 Supported readers

Thelibrary currentlysupportsreadersimplementingtheTLP protocol.This pro-
tocol is differentfrom the T=0 protocolusedto communicatebetweenthe card
andthereader. TheTLP protocolis very simpleandlightweightbut only works
for serial readers.We will describeit in the full versionof the paper. The TLP
protocolis implementedby alot of smartcardreadersfor backwardcompatibility.
Thefollowing readershave beentestedon Intel platforms(Linux andWindows):
GCR200,GCR400,GemPC410,GCR500andGemSelf800(contactless).

4.5 Limitations

The library supportsTLP andTLP-like readers(like the GemSelf800). Some
compatibiltyissuesmight appearwith readerswe did not testbecausethey might
implementcommandsthat differ from the oneusedin Gemplusreaders.These
incompatibilitiesshouldnot bedifficult to correctwith a little documentationon
thetargetreader.

Readersusingothercommunicationprotocolsarenotsupportedbut wewould
be really pleasedto receive contribution codeto add to the distribution of the
library to supportabroaderrangeof readers.Pleasee-mailpotentialcontributions
to Laurent.Gauteron@gemplus.com.

The current implementationdoesnot supportany speedof communication
otherthan9600baud.Cardscommunicatingwith theT=1 protocolhavenotbeen
tested.

5 Mathematica

5.1 Why Mathematica ?

Mathematicais a widely usedprogramin the communityof mathematiciansfor
its powerful symbolicmathcapabilities. It also usedby other scientistsfor its
advancedbuilt-in patternmatchingandfor its functionalprogramminglanguage.
It is indeeda realswiss-armyknife for scientists.A really interestingfeaturefor
smartcardtesting,is thatit is naturallyableto computeoperationswith integerof
arbitrarylength.It is thereforereallyusefulfor cryptographersworkingonpublic
key cryptosystems.With thedevelopmentof public-key enabledsmartcards,ver-
ification andtestingof programshasbecomemoredifficult thanbefore.Lots of
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peopleusingthesecardsfor evaluationpurposeseitherhave to developtheir own
code(possiblyC) to computeandverify public key signaturesor have to copy
andpasteresultsgiven by the card in a Mathematicanotebook. Having access
to smartcardsdirectly throughthe Mathematicakernel would help developers
greatlyandeasetheprototypinganddebuggingof asmartcardawareapplication.
This wasthemainmotivationfor thebringingtogetherof a Mathlink packageto
communicatewith cards.

On top of this, Mathematicais availablefor a wide rangeof platforms,from
Windows to Macintosh,including most UNIX systems(Linux, Sparc,Digital
Unix, HP-UX, RS/6000,IRIX,...).

5.2 API

The Mathematicapackageprovidesfunctionsthat arevery similar the C library
API.

4 Integer InitSerial[string Device]

4 Integer SetReaderType[Integer Handle,Integer Reader-
Type]

4 Integer PowerDown[Integer Handle]

4 String ResetCardAscii[Integer Handle]

4 List Number ResetCardBinary[Integer Handle]

4 String SendIncomingAPDUAscii[Integer Handle, String
APDU]

4 String SendOutgoingAPDUAscii[Integer Handle, String
APDU]

4 String SendIncomingOutgoingAPDUAscii[Integer Handle,
String APDU]

4 List Number SendIncomingAPDUBinary[Integer Handle,Integer CLA,
Integer INS,
Integer P1,Integer P2,
Integer L,List Number Data]

4 List SendOutgoingAPDUBinary[Integer Handle,Integer CLA,
Integer INS,
Integer P1,Integer P2,Integer L]
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4 List SendIncomingOutgoingAPDUBinary[Integer Handle,Integer CLA,
Integer INS,
Integer P1,Integer P2,
Integer L,
List Number Data in]

4 Integer GetRerrno[]

The first functionsdealwith the establishmentandclosingof the communi-
cationchannel.Thenext onesareusedto exchangecommandswith thecardfor
incoming(i.e. with datasentto thecard)or outgoing(i.e. with datareceivedfrom
the card)dataandwith both incomingandoutgoingdata(the GET RESPONSE

commandis automaticallyissuedby thelibrary if necessary).

5.3 Example

In thefinal versionof this paper, we will includeanexampleandcommentaryon
how to useof theMathematicapackageto verify aGPKsignature.

5.4 Design

TheMathLink packageis a wrapperaroundtheC library. Thewrapperhasthree
parts: aTM file andtwo C files. TheTM file describesthelink betweenthename
of the function of the C library (which hasto be Mathematicaaware,as far as
Dataformat is concerned)andthenameof thefunctionsthatwill beavailablein
Mathematica.Themprep commandappliedon theTM file will generateaC file
to compileandlink with theadd-onlibrary andMathematicalibraries.In our im-
plementation,the MultiReader.c file implementsfunctionsto allocateand
de-allocatesomecardreaderstructures.Theseoperationsareimplementedin the
Mathlink package.Themathreader.c containsthebodyof theMathematica
functionscorrespondingto thedeclarationmadein theTM file.

6 Perl

6.1 Why Perl?

Perl [7] is a freesoftwaredistributedundertheGNU GeneralPublicLicence[6]
andtheArtistic Licence[4]. Perlexists for many operatingsystems(Unix, Win-
dows,MacOSandmorethan60 others[8]).
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Theadvantagesof usingPerl aremany. Perl is an interpretedandhigh level
language.You caneasilycreatecomplex datastructureslike lists andassocia-
tive tables.Perl is oftenusedasa gluebetweendifferentprogramsor computing
resources.Perl canbe extendedusingmodules.Modulescanbe seenasexten-
sionsto the langageto provide new functionalities.Many Perl modulesexist to
communicatewith programsandexternalservices.Youcanfind modulesto com-
municatewith an LDAP (Lightweight Directory AccessProtocol)server or do
authenticationwith PAM (PluggableAuthenticationModule), useSSL (Secure
Socket Layer)asaclientor server, etc.

ThePerl languageis thenwell suitedfor rapiddevelopmentof (small)appli-
cationslike theonesusedto debugor testasmartcardfunctionality.

Theadvantageof Perlover C is a transparentallocation/deallocationmecha-
nism.Youdon’t needto botherwith mallocor free.Memoryandotherressources
areautomaticallyreleasedwhentheobjectis destroyed.

6.2 API

As describedin the manualpage(cardreader(3pm)) the methodsexported
by thecardreader moduleare:

4 $desc = new cardreader($type, $device);

4 $atr = $desc -> ResetCard;

4 $sw = $desc -> SendIncomingAPDU($apdu);

4 ($res, $sw) = $desc -> SendOutgoingAPDU($apdu);

4 ($res, $sw) = $desc -> SendIncomingOutgoingAPDU($apdu);

4 $desc -> PowerDown;

4 $error = ISO7816_ErrorStr($sw);

Themaindifferenceswith theC library are:

4 thePerlmoduleonly usesASCII strings.For instance,bytevalue0x42 is
codedby thetext string“42”.

4 themethodsSendOutgoingAPDU andSendIncomingOutgoingAPDU
returna list containingtwo scalarelements:theresultandthestatusword.

4 the serialport allocationandreleaseis transparent.The port is allocated
(opened)whena new cardreaderobjectis created.Theport is closedwhen
theobjectis dereferenced.
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4 themethodISO7816Error returntheerrormessagein text correspond-
ing to thestatusword passedin parameter.

6.3 Example

1
2 #!/usr/bin/perl -w
3 use strict;
4 use cardreader;
5
6 my ($scr, $sw, $cmd);
7
8 ###################### new ####################
9 # allocate a descriptor

10 # the default device is /dev/screader
11 $scr = new cardreader or die "Can’t allocate reader: $!\n";
12
13 ###################### ResetCard ####################
14 print "ATR: ", $scr -> ResetCard, "\n";
15
16 #################### SendIncomingAPDU #################
17 # CLA = 0
18 # INS = A4 SELECT FILE
19 # P1 = 01
20 # P2 = 00
21 # Lc = 02
22 # Data = 0100
23 $cmd = "00"."A4"."01"."00"."02"."0100";
24 print "=>$cmd\n";
25 $sw = $scr -> SendIncomingAPDU($cmd) or print "Send-
IncomingAPDU: $!\n";

26 print "sw $sw, ", $scr -> ISO7816_ErrorStr($sw), "\n";
27
28 #################### SendOutgoingAPDU #################
29 # CLA = 0
30 # INS = C0 GET RESPONSE
31 # P1 = 00
32 # P2 = 00
33 # Lc = depends
34 # Data =
35 $cmd = "00"."C0"."00"."00".(substr $sw, 2);
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36 print "=>$cmd\n";
37 ($data, $sw) = $scr -> SendOutgoingAPDU($cmd) or print
38 "SendOutgoingAPDU: $!\n";
39 print "sw $sw, ", $scr -> ISO7816_ErrorStr($sw), "\n";
40 print "Data $data\n";
41
42 ############### PowerDown ################
43 $scr -> PowerDown or die "PowerDown: $!\n";
44
45 undef $scr;

Theexampleis very simple. Line 4 includesthemodule.Line 11 createsan
instanceof a new cardreaderobject. $scr is the referenceto this object. Line
14 resetthe cardandprints the ATR returned.Line 23 createsa string variable
containgthecommand.Thevariableis usedto easereading.Also eachISO7816-
4 fieldsis clearlyseparated.A4 is theinstructionfor SELECTFILE. Thefile ID
selectedis 3F00. We thenneedto retreive theinformationreturnedusinga GET
RESULT command.Thevalueof Le is thenumberof bytesto readreturnedby the
SELECTFILE command.Line 43powerdown thecard.Theobjectreferencedby
$scr is implicitely destroyedwhenthescriptexists.Wecoulduseundef $scr
to explicitely destroy it andclosetheallocated(serial)port.

With theGemplusbadgetheoutputof this scriptis:

ATR: 3B241100000080729443
=>00A40100020100
sw 611A, 611A: 26 bytes of response still available.
=>00C000001A
sw 9000, 9000: Normal processing
Data 8510C101010038000006010001000000006C840653595354454D

The sourcecodearchive containsmany other examples: a text interfaceto
interactively sendcommands,a GPK signaturetest,a Web interfaceto commu-
nicatewith a smartcardusinga Web browsertalking to an ASP (Active Server
Page)scriptusingtheApacheWebserver.

6.4 Design

Thecardreader Perlmoduleis a wrapperaroundtheC library. Thewrapper
hastwo parts: an XS file and a Perl file. XS is a languageusedto createan
extensioninterfacebetweenPerlandaC library.

TheC library describedin 5 4 usesC structuresto storeinformationaboutthe
reader. TheC structuresareseenby Perlasa typedpointerpassedto C functions.
Perldoesnot know whatis insidetheC structure.
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TheXS file (cardreader.xs) callsthelow-level C functionsandconverts
the argumentsand resultsin the right Perl format. This file also setsthe Perl
errorvariable($! or $ERRNO) to thecorrectnumericalandstringvalue(for ex-
ample“card absent” or “wrong number of parameters”). This file
alsocontainstheXS codecalledwhenacardreaderobjectis dereferenced(destroy
method).

The .pm file (cardreader.pm) is thecoreof thePerlmodule. It contains
thenewmethodandwrappersto low level functionsprovidedby theXS file. This
file alsocontainsthe documentationin POD (plain old documentation)format.
Thedocumentationcanbeconvertedto text, html or manpageformat.

7 Resources

Thefinal versionof thepaperwill detail thedifferentresources(modules,pack-
ages,libraries,manuals,examplesandsourcecodes)which will be releasedon
theGemplusdevelopersitebeforetheconference.

Youcanfind sources(C,PerlandMathematica)andbinaries(for Windows)on
http://www.gemplus.fr/developers/technologies/tlp_drivers/.

8 Conclusion

We presentedin this papera small andeasyto useC library that hasbeenused
to enrichpowerful prototypinganddevelopmenttools like Perl or Mathematica.
An exampleillustrateshow thesetoolseasethemanagementof public key cards.
Sourcecodeof all librarieswill beavailableon theGemplusdeveloper’s site for
developersto patchandupgradeaccordingto their needs.We hopethatthey will
sendustheir patchessothatwe includethemin thedistribution.
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