Privacy Policy for DocReaderEx
Latest update: February 6th, 2019
This privacy policy governs your use of the software application DocReaderEx. By using
the Application, you are consenting to our processing of your information as set forth in
this Privacy Policy now and as amended by us.

1- Device & App history
Does the App allow to view one or more of information about activity on the device,
which apps are running, browsing and bookmarks?
No.
2- Location
Does the App use the device's location: Approximate location (network based), precise
location: GPS and network based?
No.
Does the App notify and obtain user consent before collecting, transmitting or using
location data?
N.A.
3- Identity
Does the App find account on the device? Add or remove accounts?
No.
4- Photos/media/files
Does the App uses one or more of: files on device such as images, videos or audio, the
device's external storage?
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No.
5- Wi-Fi connection information
Does the App allow to view information about wi-fi networking, such as names of
connected devices?
Yes, the application shows the user a list of all connected iSeries device.
6- App description
This app is used to demonstrate the capabilities of Gemalto iSeries Document Readers.
The application uses a framework that is available to our integrators to develop similar
applications to utilize the device. The functions are simply to show connecting to a device,
choosing what features you want the iSeries device to use, and capturing document
features. No data from iSeries devices is permanently stored and the application does not
require any personal data, email, passwords, etc. to run. It application is free to use by
interested iSeries customers and sales staff.
7- App Permissions
Does the App require access to certain systems within your device? When you install an
application, you are notified of all of the following permissions required to run that
application:
Internet.
8- Encryption
Does the App send data over unencrypted (HTTP), an encrypted (HTTPS), or WebSocket
connection?
WebSocket.
9- Explain why the data are being collected, when and for what purpose
App collects free mDNS data from connected iSeries devices so the user can identify
which device to connect to for use.
10- Do you assign an appropriate rating to the App?
Yes.
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11- Can the App be downloaded by children?
Yes.
12- Does the App comply will all the terms and conditions explained in the Apple iOS
Human Interface Guidelines?
Yes.
13- Does the App use trademark, service mark or images of Google, apple, BlackBerry or
other market store owners?
No.
14- Security and Retention of the data collected
The app has been developed in a secure manner, it includes specific security features.
Data storage: The app stores all the data in secure in the phone internal storage with
encryption.
Data Transmission: The data transfer from device to Gemalto iSeries Reader and vice
versa is encrypted.
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